Laser Fault Injection in a
32-bit Microcontroller: from
the Flash Interface to the
Execution Pipeline
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Fault injection

key

plain text
cryto device

plain text
cryto device

B F|is an active side-channel attack in which the attacker
induces stress to the target, forcing it to produce a fault

result.

cipher text (no-fault)

Kkey % fault injection

cipher text (fault) //

Differential Fault Analysis
(Fault vs no-fault

B The fault result is further used to extract secret information
by differential fault analysis (fault vs no-fault).
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N B Introduction

Fault injection techniques

There are several common techniques for FI.
m Clock glitch or Voltage glitch’
® Electromagnetic fault injection®

® Laser fault injection (LFI)3
» The laser has a very high spacial and temporal resolution
because the pulse can be confined a very small space and
lasts for a very short time.

'barenghi2009low; balasch2011depth.
2riviere2015high; beckers2019characterization.
3skorobogatov2002optical; dutertre2019experimental.
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4SAMD21_datasheet_microchip.

4/34 _ V. Khuat, J. Danger, J. Dutertre

TELEFDM
aris

September 2021 ﬁﬁi ml



Introduction
About the target: SAMD21G18A

NVMCTRL

AHB

NVM Block

< Cache
APB I
<

Our target is SAMD21G18A, with the following features:*

B is a 32-bit MCU;

® implements an ARM Cortex-M0+ (2-stage pipeline);

® has an 8 lines 64 bits cache;

4SAMD21_datasheet_microchip.
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Our target is SAMD21G18A, with the following features:*

B is a 32-bit MCU;

® implements an ARM Cortex-M0+ (2-stage pipeline);

® has an 8 lines 64 bits cache;

B can operate at maximum frequency of 48 MHz;

4SAMD21_datasheet_microchip.

4/34 _ V. Khuat, J. Danger, J. Dutertre

TELEFDM
aris

September 2021 ﬁﬁi m'



Introduction
About the target: SAMD21G18A

NVMCTRL

AHB

NVM Block

< Cache
APB I
<
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B is a 32-bit MCU;
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Contributions of this paper

The main contributions of this paper are:

B being able to fault instructions from the Flash interface to
the core pipeline (Flash interface buffer-> AHB bus-> core
fetch -> core execution) in a 32-bit MCU,;

B identifying the faults in different stages and their behaviors,
and characterizing the fault models at instruction level and
bit level;

B investigating the impact of LFI parameters such as the PW
and the power on the faults;

B comparing the instruction(s) skip fault models obtained
with LFI at different positions.
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(a) Laser bench (b) Microchip back-side image
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® The MCU was depackaged and the laser pulse was injected
from the back side.
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(a) Laser bench (b) Microchip back-side image

® Wavelength: 1064 nm, power: 0 -3 W, PW:5ns -1 s (more
details can be found in®).

® The MCU was depackaged and the laser pulse was injected
from the back side.

B The MCU was configured to work at 12 MHz, with zero waitstate.
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Test procedures
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B (2) the trigger for laser pulse generator is set and the test
code is then executed,;

B (3) registers content harvesting is performed as the
program reaches the configured break-point.
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I Experimental setup and methodology

Test procedures

A test follows three main steps:
B (1) the target is reset to initialize all systems including
memories and registers;
B (2) the trigger for laser pulse generator is set and the test
code is then executed;
B (3) registers content harvesting is performed as the
program reaches the configured break-point.
For each injection parameter, 100 tests are performed. At the
beginning, a test without LFI was performed to make sure the
program functions correctly and the data is used as the
reference.
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add r0,r0,#0x01

add r0,r0,#0x02
add ro,r0,#0x03
add r0,r0 #0x04

. addrlrl#0x01 i;. nop
. addr2,r2#0x01 i nop
;- add r3,r3,#0x01 i,. nop
o add r4,r4,#0x01 i;. nop

add r0,r0 #0x05

. add r0,r0,#0x06
. add r0,r0,#0x07
. add r0,r0,#0x08

(a) test code (b) skip f';fof:fa;

B (a) test code
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add r1,r1 #0x01 i;. nop i.. nop

add r2,r2 #0x01 i nop l;- nop

add r3,r3 #0x01 i,. nop . add r3,r3,#0x01
add r4,r4 #0x01 i, nop ;- add rd,r4#0x01

add r0,r0 #0x05 add r0,r0,#0x05

5

i

i
add r0,r0,#0x05 !
1
i
i

I
. add r0,r0,#0x06 i,,. add r0,r0 #0x06 - add r0,r0,#0x06
. add r0,r0,#0x07 i, add ro,r0,#0x07 ;- add r0,r0,#0x07
. add r0,r0,#0x08 i,,. add ro,r0#0x08 1o~ add r0,r0 #0x08
(a) test code (b) skip i, (e) skip i
(a) test code

(b) skip isigi7lg: instructions (is, is, 7, ig) are replaced by
instructions equivalent to (nop, nop, nop, nop);
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add r1,r1 #0x01 i;. nop i.. nop
add r2,r2 #0x01 i;. nop i;. nop

i add r3,r3 #0x01 i,. nop . addr3,r3#0x01
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. add r0,r0,#0x08 i,,. add ro,r0#0x08 1o~ add r0,r0 #0x08
(a) test code (b) skip if.i, (e) skip i
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B (b) skip i5igi7ig: instructions (is, ig, i7, ig) are replaced by
instructions equivalent to (nop, nop, nop, nop);
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add r0,r0 #0x01
add r0,r0,#0x02
add r0,r0,#0x03
add r0,r0 #0x04
nop

nop

add r3,r3#0x01
add rd,r4 #0x01
add r0,r0,#0x05
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add r0,r0,#0x01
add r0,r0,#0x02
add r0,r0,#0x03
add r0,r0,#0x04
nop

add r2,r2 #0x01
add r3,r3,#0x01
add r4,r4,#0x01
add r0,r0,#0x05
add r0,r0 #0x06
add r0,ro,#0x07
add r0,r0,#0x08

(d) skip i

B (b) skip i5igi7ig: instructions (is, ig, i7, ig) are replaced by

instructions equivalent to (nop, nop, nop, nop);

B (c) skip is/g: instructions (is, ig) are replaced by (nop, nop);
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add r0,r0,#0x02
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i,. addro,ro,#0x04
i.. nop
add r2,r2, #0x01 i nop
i
i

i add r0,r0,#0x01
i

I

i

I

I

i,. addr3,r3#0x01 i.. nop
I

I

I

I

I

add r0,r0,#0x02
add r0,r0,#0x03
add r0,r0 #0x04
nop

nop

add r3,r3#0x01
add rd,r4 #0x01
add r0,r0,#0x05
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. add r0,r0,#0x06 i,,. add r0,r0.#0x06 - add r0,r0,#0x06 - @dd r0,r0 #0x086
. add ro,r0,#0x07 i,,. add ro,r0 #0x07 - add r0,r0,#0x07 ;.- add 10,10 #0x07
. add r0,r0,#0x08 i,,. add ro,r0#0x08 1o~ add r0,r0 #0x08 1o+ @dd 10,10,#0x08 |
(a) test code (b) skip £11,], (e) skip i (d) skip i,

B (a) test code

B (b) skip i5igi7ig: instructions (is, ig, i7, ig) are replaced by
instructions equivalent to (nop, nop, nop, nop);

B (c) skip is/g: instructions (is, ig) are replaced by (nop, nop);

B (d) skip is: instruction (is) is replaced by instruction (nop).
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i
i
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I Test code and replay fault definitions

. add r0,r0,#0x01 i;. add r0,r0,#0x01
. add r0,r0,#0x02 i,. add r0,r0,#0x02
. add r0,r0#0x03 i.. add ro,r0,#0x03
. add r0,r0 #0x04 i,. addr0,r0#0x04
. addrl,rl #0x01 i,.. add ro,r0,#0x01
. add r2,r2#0x01 i,. add r0,r0,#0x02
. add r3,r3#0x01 i,. addr3,r3#0x01
. add rd,r4 #0x01 i add r4,r4 #0x01
. add r0,r0,#0x05 i;. add r0,r0,#0x05
i
i
i

T T N

Eaai

. add r0,r0,#0x06 i,.. add r0,r0 #0x06
. add r0,r0 #0x07 i,,. add r0,r0 #0x07
. add r0,r0,#0x08 i,,- add ro,r0 #0x08

(a) test code (B) replayii(ii)

B (a) test code
B (b) replay iy io(isig): instructions (is, ig) are overwritten by
instructions(iy, i);
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I Test code and replay fault definitions

T T N

7
5

i
i
i
i
i
s
i
i
IQ
i
i
i

1;

10°
1y

o

add r0,r0,#0x01
add r0,r0 #0x02
add r0,r0 #0x03
add r0,r0 #0x04
add r1,r1 #0x01
add r2,r2,#0x01
add r3,r3,#0x01
add r4,r4 #0x01
add r0,r0,#0x05
add r0,r0 #0x06
add r0,r0,#0x07
add r0,r0,#0x08

add r0,r0,#0x01
add r0,r0,#0x02
add r0,r0,#0x03
add r0,r0 #0x04
i,.. add ro,r0,#0x01
add r0,r0,#0x02
add r3,r3 #0x01
add r4,r4 #0x01
add r0,r0,#0x05
. add r0,r0 #0x06
. add r0,r0,#0x07
. add r0,r0 #0x08

" (
m

10/34 _ V. Khuat, J. Danger, J. Dutertre

(a) test code

(1) replayili,(i‘)ib)

a) test code
b) replay i1 ix(isig): instructions (is, ig) are overwritten by

instructions(iy, i);

add r0,ro,#0x01
add r0,ro,#0x02
add r0,r0,#0x03
add ro,r0,#0x04

. add r0,r0,#0x03

add r0,r0,#0x04
add r3,r3,#0x01
add r4,r4 #0x01
add r0,r0 #0x05

. add r0,r0 #0x06
. add r0,r0,#0x07
. add r0,r0,#0x08

replay [114“5[0)

TELECOM

Paris
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I Test code and replay fault definitions

i,. addr0,r0#0x01 i,. add r0,r0,#0x01 i,. addro,r0.#0x01
i, add r0,r0,#0x02 i, add r0,r0,#0x02 i,. add ro,ro#0x02
i, add r0,r0 #0x03 i, addro,r0#0x03 i, add r0,r0,#0x03
i, add ro,ro#0x04 i,. addr0,r0#0x04 i,. add ro0,r0,#0x04
i, add ri,rl#0x01 i. add ro,r0,#0x01 ~ i,. add ro,r0,#0x03
.. add r2,r2#0x01 i, add ro,r0#0x02 [* i, add r000#0x04 [
i, addr3,r3#0x01 i,. addr3,r3#0x01 i,. addr3,r3,#0x01
i add r4,r4#0x01 i;. add r4,r4 #0x01 i add rd,r4 #0x01
i;. add ro,r0#0x05 i;. add ro,r0#0x05 i;. addr0,r0,#0x05
i, add r0,r0,#0x06 i,,. add r0,r0,#0x06 iy, add r0,r0,#0x06
i,. add r0,ro#0x07 i,. add r0,r0,#0x07 i,,. addro,ro #0x07
i,,. add r0,r0#0x08 i,,. add r0,r0,#0x08 i,,. add r0,r0#0x08
(a) test code () replay i ;11,) (c) replay igld(x )ib)

B (a) test code

B (b) replay iy io(isig): instructions (is, ig) are overwritten by
instructions(iy, i);

B (c) replay i3i4(i5/g): instructions (is, ig) are overwritten by
instructions (is, is);

TELEFDM
2ari
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I Test code and replay fault definitions

add r0,r0,#0x01 i.
add r0,r0,#0x02 i
add r0,r0,#0x03 i
add r0,r0,#0x04 i
add r1,r1 #0x01 i
add r2,r2,#0x01 i
add r3,r3,#0x01 i
add r4,r4 #0x01 [
. add r0,r0,#0x05 g

i

i

i

o T T N

CRL

. add r0,r0,#0x06
. add r0,ro #0x07

add r0,r0,#0x08

L

add r0,r0,#0x01

i,. add r0,r0,#0x02

add r0,r0,#0x03
add r0,r0 #0x04
add r0,r0,#0x01

i,. add r0,r0,#0x02

add r3,r3 #0x01
add r4,r4 #0x01
add r0,r0,#0x05

i,. add r0,r0 #0x06
i,,. add r0,r0,#0x07
i,. add r0,r0 #0x08

(a) test code (B) replayii(ii)

B (a) test code
" (

add r0,ro,#0x01
add r0,ro,#0x02

. add r0,r0,#0x03
. add ro,r0,#0x04
. add r0,r0,#0x03
. add r0,r0,#0x04

add r3,r3,#0x01
add r4,r4 #0x01

. addr0,r0 #0x05
. add r0,r0 #0x06
. add r0,r0,#0x07
. add r0,r0,#0x08

-
-

3

e

add r0,r0,#0x01
add r0,r0,#0x02
add r0,r0,#0x03

. add r0,r0,#0x04

. add ro,r0,#0x01

. add r0,r0,#0x02

. add r0,r0,#0x04 4
. add r0,r0,#0x08

. add r0,r0,#0x05

add r0,r0,#0x06
add r0,r0,#0x07
add r0,r0,#0x08

replay i ‘1/‘(1 )ib)

d)

replay i i,i.i,

b) replay i1 ix(isig): instructions (is, ig) are overwritten by
instructions(iy, i);

B (c) replay i3i4(i5/g): instructions (is, ig) are overwritten by
instructions (is, is);

10/34 _ V. Khuat, J. Danger, J. Dutertre
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I Test code and replay fault definitions

. add r0,r0,#0x01
. add r0,r0,#0x02
. add r0,r0#0x03
. add r0,r0 #0x04
. addrl,rl #0x01
. add r2,r2#0x01
. add r3,r3#0x01
. add rd,r4 #0x01
. add r0,r0,#0x05
. add r0,r0,#0x06
. add r0,ro #0x07
. add r0,r0,#0x08

T T N

P

i. add r0,r0,#0x01
- add r0,r0,#0x02
. add r0,r0,#0x03
- add r0,r0 #0x04
i,.. add ro,r0,#0x01
i,. add r0,r0,#0x02
i,. addr3,r3#0x01
i add r4,r4 #0x01
ig. add r0,r0,#0x05
i,. add r0,r0 #0x06
i,,. add r0,r0,#0x07
i,. add r0,r0 #0x08

(a) test code

() replayii(ii)

B (a) test code
B (b) replay iy io(isig): instructions (is, ig) are overwritten by
instructions(iy, k);
B (c) replay i3i4(i5/g): instructions (is, ig) are overwritten by
instructions (is, is);
B (d) replay iy laigiy: instructions (is, ig, i7, ig) are overwritten

by instructions (i, io, i3, is).

. add ro,ro,#0x01
. add ro,r0,#0x02
. add r0,r0,#0x03
. add ro,r0,#0x04
. add r0,r0,#0x03
. add r0,r0,#0x04
. add r3,r3,#0x01
. add rd,r4 #0x01
. addr0,r0 #0x05
. add r0,r0 #0x06
. add r0,r0,#0x07
. add r0,r0,#0x08

-

-

e

add r0,r0,#0x01
add r0,r0,#0x02

- add r0,r0,#0x03

. add r0,r0,#0x04

. add ro,r0,#0x01

. add r0,r0,#0x02

. add r0,r0,#0x04 (4
. add r0,r0,#0x08

. add r0,r0,#0x05

add r0,r0,#0x06
add r0,r0,#0x07
add r0,r0,#0x08

replay i ‘1/‘(1 )ib)

d)

replay i i,i.i,

TELEFOM
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I Table contents

3. Fault on instructions: from the flash interface to the execution
pipeline
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I Faults at six positions

® | aser power: 1.5 W, PW: 50 ns.
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I Faults at six positions

®m |Laser power: 1.5 W, PW: 50 ns.
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I Faults at six positions

®m |Laser power: 1.5 W, PW: 50 ns.

® Six positions marked with red circular shapes with different
fault behavior were found.
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I Lfl-induced faults
from The flash interface to the execution pipeline: P1 and P2

(a) P1: cache disabled (b) P1: cache enabled

w0 w0
H g
te Te
fw S
» »
RSN 1 B
delay time (ns) delay time (ns)
: cache disabled (d) he enabled
w0 w
g g
fw Se
S s w0
e &
] 11 N —
Too T %0 1o s To0 T o a0 1500
delay time (ns) delay time (ns)

Svkhuat_emc_europe_2021; vkhuat_dsd_2021.
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N B LFl-induced faults

from The flash interface to the execution pipeline: P1 and P2

® The fault is related to block of
two or four instructions

I — depen;ling on the cache

© p;""iiZKSQTZLM s PE“'ZZQL"S;ZZM operation mode;

1AL

Getay time (1) " Gelay tme (ns)

fault rate (%)

fault rate (%)

fault rate 1%»

Svkhuat_emc_europe_2021; vkhuat_dsd_2021.
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N B LFl-induced faults

from The flash interface to the execution pipeline: P1 and P2

P1: cache disabled (b) P1: cache enabled

® The fault is related to block of
“ two or four instructions
depending on the cache
operation mode;

- B Two fault models: skip and
. ° H ‘ replay of instruction block are

fault rate (%)
fault rate (%)

1500
detay time (n6)
(c) P2: cache disabled

observed;

fault rate (%)
fault rate (%)

1100
detay time (h5) detay time (ns)

Svkhuat_emc_europe_2021; vkhuat_dsd_2021.
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N B LFl-induced faults

from The flash interface to the execution pipeline: P1 and P2

(b) P1: cache enabled

. B The fault is related to block of
two or four instructions
depending on the cache

fault rate (%)
fault rate (%)

(€72 cach dbiod (@72 cachs enabed operation mode;
P ® Two fault models: skip and
" 2"l replay of instruction block are
£ observed;

delay time (ns) delay time (ns)

B The fault behavior is the same with results obtained in®, in which
we ascribed the fault to impact of EMFI and LFI to the Flash
interface buffer.

Svkhuat_emc_europe_2021; vkhuat_dsd_2021.
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N B LFl-induced faults

from The flash interface to the execution pipeline: P3 and P4
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N B LFl-induced faults

from The flash interface to the execution pipeline: P3 and P4

(e) P3: cache disabled (f) P3: cache enabled
st bl

100
& | M
g g
< o I S o
= wf £ w
2 2
1 | o
1100 1200 1300 1400 1500 100 1200 1300 1400 1500
delay time (ns) delay time (ns)
(g) P4: cache disabled (h) P4: cache enabled
100
0 a0
g g
3 s S w0
= w0 = w0
2 B
1100 1200 1300 1400 1500 100 10 100 100 1500
delay time (ns) delay time (ns)
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N B LFl-induced faults

from The flash interface to the execution pipeline: P3 and P4

bled (

he che en:

1007 100
| M
g
I S w0
2 w0
2
Il |
1100 1200 1300 1400 1500 100 1200 1300 1400 1500
delay time (ns) delay time (ns)
: cache disabled
1007 100
a0
g
S w0
= w0
o |
1100 1200 1300 1400 1500 100 10 100 100 1500
delay time (ns) delay time (ns)

B The fault is related to a block of two instructions for both
cache operation modes;
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N B LFl-induced faults

from The flash interface to the execution pipeline: P3 and P4

(e) P3: cache disabled (f) P3: cache enabled

1007
o0 M
“« |
2 2
11 1 \

100 1200 1300 1400 1500 100 1200 1300 1400 1500
delay time (ns) delay time (ns)

fault rate (%)

(g) P4: cache disabled

fault rate (%)
g
fault rate (%)

1100 1500

B The fault is related to a block of two instructions for both

cache operation modes;

®m Two fault models of skip and replay of a block of two
instructions are observed.
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aris

14/34 _ V. Khuat, J. Danger, J. Dutertre September 2021 =¥
s | g P WA



N B LFl-induced faults

from The flash interface to the execution pipeline: P5 and P6
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N B LFl-induced faults

from The flash interface to the execution pipeline: P5 and P6

cache disal cache enabl
10077 : 1077 -
w0 w0 ,
g g
e € f
t. M £ .
e e
M I 0 I il
ol I (A I o L0 T i, L) L
W00 100 300 1300 00 1200 1308 1000 1300
delay time (ns) delay time (ns)
o () P6: cache disabled
w0
g g
P ]
Zw H
20
o

100 1200 1300 1400 1500 100 1200 1300 1400 1500
delay time (ns) delay time (ns)
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N B LFl-induced faults

from The flash interface to the execution pipeline: P5 and P6

(i) P5: cache disabled ) Pa cache enabled
o Snh D -
© © ;
g g
2w g, :
g Wil | 5 :
e e
» I | | 0 il
LA [
delay time (ns) delaylmek 's)
(k) P6: cache disabled (1) P6: cache enabled
g g
) )
S e
. .
o .
delay time (ns) delay time (ns)

B The fault is related to a single instruction;

TELEEDM
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N B LFl-induced faults

from The flash interface to the execution pipeline: P5 and P6

(j) P5: cache enabled

o e = o = o
o w .
g g
$w g, 1
g | 5w )
e e
» I » I il
o LI I (AN I o LML O o
fioo 120 1300 10 150 oo 1200 130 1500
delay time (ns) delay ti
(k) P6: cache disabled (1) P6: cache enabled
w 100
o o
g H
5 )
£w £ o
. "
o o
delay time (ns) delay time (ns)

B The fault is related to a single instruction;
B Single instruction skip was obtained at position P5 and P6.
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N B LFl-induced faults

from The flash interface to the execution pipeline: P5 and P6

(i) P5: cache disabled (j) P5: cache enabled

o e = o= 58 4
o w .
g g
2w g,
o N 1 =
e e
» I I » I T
o LI I (AN I o LT L o0, L
foo 120 1300 100 1500 Too 0" 1308 3
delay time (ns) delay time (ns)
(k) P6: cache disabled (1) P6: cache enabled
w 100
o o
g H
5 )
£w £ o
. "
o I o
Getay time (ns) delay time (n5)

B The fault is related to a single instruction;
B Single instruction skip was obtained at position P5 and P6.

B There is a phase shift of one clock cycle between the fault
at position 5 and 6.
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I Fault mechanism hypothesis

clock | 1 2 3 a
HTRANS [UNESQW DLE | NESQ | IDLE
AHB - HapDR |8y a,
access . |
HRDATA A i, i

Core Fetch % iy iy s
pipeline | Execute i, i, i iy

(@) Normal execution
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I Fault mechanism hypothesis

CLOCK 1 2 3 4
HTRANS | NESQ IDLE I NESQ 'l IDLE
aceess | HA0DR [N@ a
HRDATA | BB | & -
2

Core Fetch | iy iy iy i, .
pipeline | Execute |y a0 ] (a) Norma| execution proceSS.

(@) Normal execution
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I Fault mechanism hypothesis

CcLoCK 1 2 3 4

HTRans [UNESQW DLE | NESQ | IDLE
AHB - HapDR |8y a,
access . |
HRDATA A i, i

Core Fetch | iy iy s .
L] L B (a) Normal execution process.
IDZLE N:SQ |DALE
C
W i
Core '. 3 is

TELECOM

Paris
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I Fault mechanism hypothesis

CLOCK» 1 2 3 4
HTRANS NESQ IDLE NESQ IDLE
AHB T

RDATA | ) | A ] ‘r,.
e eee | m (@) Normal execution process.

ey oe wo oe @ (D) Laser-induced prevention of AHB
\;;*g;;\:'- . bus update, resulting in replay of two
oo e e instructions.
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I Fault mechanism hypothesis

CLocK | 1 2 3 4
HTRANS | NESQ IDLE | NESQ | IDLE

AHB
access | HAODR NS -

HRDATA | A I |
Core Fetch | iy iy iy s .
LT e B (a) Normal execution process.
e T o B (b) Laser-induced prevention of AHB
Sl CAEEEECS | bus update, resulting in replay of two
s 2 instructions.

HRDATA ) iy ’15 ; "’, |
m(;g\’vene Eleci:e} i: i: l: | i:

() Laser-induced modification of two instructions

TELECOM
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I Fault mechanism hypothesis

HCTLROACNKS | NElsQ IDZLE | N;SQ ID4LE
aceoss | HA00R [ITAT D
HRDATA | A | & -
Core Fetch | iy iy iy s .
posie. | xecor [T, B (a) Normal execution process.
o™ (b) Laser-induced prevention of AHB
access | HADDR . pus uante, resulting in replay of two
poine [Cronie IR i instructions.
Q e | B (c) Laser-induced instructions
HTRANS | NI IDLE NESQ IDLE . .
E, , - — corruption of data loaded into ABH
i /. 1 bus, resulting in skip of two
instructions.

TELEFDM
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I Fault mechanism hypothesis

AHB
access

Core
pipeline

AHB
access

Core |

pipeline

AHB
access

Core
pipeline

AHB
access

pipeline

16/34 _ V. Khuat, J. Danger, J. Dutertre September 2021

cLock 1 2 3 a
nTrANs [UNESQW| DLE | NESQ | IDLE
HADDR a, a,

HRDATA N |
Fetch | i | iy W, | g
Execute | i, | iy

(@) Normal execution

cLock 1 2 3 4

| HTrans [UNESQW DLE | NESQ | IDLE
HADDR a, a,

| HrRDATA B iy -
Fetch i iz 0y 7
Execute iy i iy iy

(b) Laser-induced roplay of two instructions

cLock 1 2 3 a
HTRANS [INESQI DLE | NESQ | IDLE
HADDR a, ‘ a,

HRDATA I "’, | ]
Fech |, iy i, [
Execute | Iy iy I . |

(¢) Laser-induced modification of two instructions

cLock 1 2 3 a
HTRANS [INESQN IDLE | NESQ | IDLE
HADDR | & a,

HRDATA . >
Fetch i, i,

Execute

(d) Laser-induced fault on core pipeline fetch stage

B (a) Normal execution process.

B (b) Laser-induced prevention of AHB
bus update, resulting in replay of two
instructions.

B (c) Laser-induced instructions
corruption of data loaded into ABH
bus, resulting in skip of two
instructions.
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I Fault mechanism hypothesis

AHB
access

Core
pipeline

AHB
access

Core
pipeline

AHB
access

Core
pipeline

AHB
access

pipeline
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cLock 1 2 3 a
HTRANS [INESQ IDLE | NESQ IDLE
HADDR a, a,

HRDATA | | A :r’, i
Fetch i i i i,
Execute | i, | iy

(@) Normal execution

CLOCK 1 2 3 a4

| Hrrans JINESGM OLE | NESQ | IDLE
HADDR a, a,

| HRDATA B A -
Fetch i iz 0y 7

| Execute i i, .

(b) Laser-induced roplay of two instructions

cLock 1 2 | 3 | & |
HTRANS | NESQ IDLE ‘ NESQ IDLE |
HADDR a, a, |
HRDATA I "’, ||
Fech |, iy i, i
Execute | Iy I

(¢) Laser-induced modification of two instructions

CLOCK 1 2 3 4
HTRANS [ NESQ IDLE NESQ IDLE
HADDR a, a,

HRDATA iy i, T
Fetch i, iy ol
Execute i i, iy i

(d) Laser-induced fault on core pipeline fetch stage

B (a) Normal execution process.

B (b) Laser-induced prevention of AHB
bus update, resulting in replay of two
instructions.

B (c) Laser-induced instructions
corruption of data loaded into ABH
bus, resulting in skip of two
instructions.

B (d) Laser-induced fault on pipeline
fetch.
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I Fault mechanism hypothesis

AHB
access

Core
pipeline

AHB

access |

Core
pipeline

AHB
access

Core
pipeline

AHB
access

pipeline

AHB
access

Core
pipeline

CLOCK 1 2 3 4

HTRANS [INESQ IDLE | NESQ IDLE

HADDR a, a,

HRDATA | | A I |
2

Fetch i i i i
Execute | i, | iy
(@) Normal execution
CLOCK a4
I HTRANS IDLE
HADDR
HRDATA A -
Feich i
| Execute i,
(b) Lasor-inducod roplay of two instructions
cLock 1 2 | 3 | & |
HTRANS | NESQ IDLE ‘ NESQ IDLE |
HADDR a, a, |
HRDATA I "’, ||
Fech |, iy i, i
Execute | Iy I
(¢) Laser-induced modification of two instructions
CLOCK 1 2 3 4
HTRANS [ NESQ IDLE NESQ IDLE
HADDR a, a,
HRDATA iy I
Fetch iy iy s |k
Execute i i, iy i
(@) Laser-induced fault on core pipeline fotch stage
CLOCK 1 2 3 a
HTRANS | = NESQ! IDLE NESQ IDLE
HADDR a,

HRDATA |
Fetch
Execute

(¢) Laser-induced fault on core pipeline execution stage

B (a) Normal execution process.

B (b) Laser-induced prevention of AHB
bus update, resulting in replay of two
instructions.

B (c) Laser-induced instructions
corruption of data loaded into ABH
bus, resulting in skip of two
instructions.

B (d) Laser-induced fault on pipeline
fetch.
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I Fault mechanism hypothesis

AHB
access

Core
pipeline

AHB

access |

Core
pipeline

AHB
access

Core
pipeline

AHB
access

pipeline

AHB
access

Core
pipeline
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CcLoCK 1 2 3 4

HTRans [UNESQW DLE | NESQ | IDLE
HADDR a, a,

HRDATA A i, T
Fetch i, | i, i,
Execute | i, | iy

(@) Normal execution

cLock 4

| HTrans [UNESQW DLE | NESQ | IDLE
HADDR

HRDATA iy -
Feich i

| Execute i,

(b) Lasor-inducod roplay of two instructions

cLock 1 2 s | a4
HTRANS [INESQI DLE | NESQ | IDLE
HADDR a, ‘ a, |
HRDATA I . P,
Fech |, is i i
Execute | Iy i I iy

(¢) Laser-induced modification of two instructions

cLock 1 2 3 a
HTRANS [INESQ@Y DLE | NESQ | IDLE
HADDR a a,

HRDATA iy i, T
Fetch i, I . |
Execute | 7 iy %

(@) Laser-induced fault on core pipeline fotch stage

cLock 1 2 3 4
HTRANS [INESQY IDLE | NESQ | IDLE
HADDR a, a,

HRDATA I i, i
Fetch i A i i,
Execute L | 4 }I| i

(¢) Laser-induced fault on core pipeline execution stage

(a) Normal execution process.

(b) Laser-induced prevention of AHB
bus update, resulting in replay of two
instructions.

(c) Laser-induced instructions
corruption of data loaded into ABH
bus, resulting in skip of two
instructions.

(d) Laser-induced fault on pipeline
fetch.

(e) Laser-induced fault on the
pipeline execution.
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I Fault identification

B Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;
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I Fault identification

B Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;

B Position P2: the modification of a block instructions (including
skip) due to laser-induced bit corruption of instruction’s opcodes
in the Flash interface buffer;
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I Fault identification

B Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;

B Position P2: the modification of a block instructions (including
skip) due to laser-induced bit corruption of instruction’s opcodes
in the Flash interface buffer;

B Position P3: the replay of two instructions due to laser-induced
prevention of loading data into the AHB bus;
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I Fault identification

Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;

Position P2: the modification of a block instructions (including
skip) due to laser-induced bit corruption of instruction’s opcodes
in the Flash interface buffer;

Position P3: the replay of two instructions due to laser-induced
prevention of loading data into the AHB bus;

Position P4: the modification of two instructions (including skip)
due to laser-induced bit(s) corruption of instructions loaded into
the AHB bus;
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I Fault identification

Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;

Position P2: the modification of a block instructions (including
skip) due to laser-induced bit corruption of instruction’s opcodes
in the Flash interface buffer;

Position P3: the replay of two instructions due to laser-induced
prevention of loading data into the AHB bus;

Position P4: the modification of two instructions (including skip)
due to laser-induced bit(s) corruption of instructions loaded into
the AHB bus;

Position P5: the modification of a single instruction (including
skip) due to laser-induced fault in the core pipeline fetch stage;
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I Fault identification

Position P1: the replay of a block of instructions due to
laser-induced prevention of the Flash interface buffer updating
process;

Position P2: the modification of a block instructions (including
skip) due to laser-induced bit corruption of instruction’s opcodes
in the Flash interface buffer;

Position P3: the replay of two instructions due to laser-induced
prevention of loading data into the AHB bus;

Position P4: the modification of two instructions (including skip)
due to laser-induced bit(s) corruption of instructions loaded into
the AHB bus;

Position P5: the modification of a single instruction (including
skip) due to laser-induced fault in the core pipeline fetch stage;

Position P6: the modification of a single instruction (including
skip) due to laser-induced fault in the core pipeline execution

stage.
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I rroposed core architecture

P1, P2 r3,r4 P53, P6
Tlash interface AHB bus Core Pipeline
@) | Flash = p2bitbufferlll— [37 1y puffer| ——>{[ fotch [executd]
32-bit buffer?)
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I rroposed core architecture

P1, P2 r3,r4 P53, P6
Tlash interface AHB bus Core Pipeline
@) | Flash = p2bitbufferlll— [37 1y puffer| ——>{[ fotch [executd]
32-bit buffer?)

B (a) cache disabled;
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I rroposed core architecture

P1, P2 P3, P4 P3, P6
Tlash interface AHB bus Core Pipeline
@) | Flash | g2bit bufferll L [35 1t huffer| =4[ fotch |executd]
32-bit buffer2)
P1, P2 P3, P4 P5, P6
Flash interface 'AHE bus Core Pipeline
)| Flash buffer| == [32-bit buffer| —=>{[ fetch |executd]
Cache

B (a) cache disabled;
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I rroposed core architecture

P1, P2 P3, P4 P3, P6
Tlash interface AHB bus Core Pipeline
@) | Flash | g2bit bufferll L [35 1t huffer| =4[ fotch |executd]
32-bit buffer?)
P1, P2 P3, P4 P5, P6
Tlash interface AHB bus Core Pipeline
) | Flash —=>{|64-bit buffer| ——=>{ [32-bit buffer] —=>1[ fetch [execute]
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Cache

(a) cache disabled;
(b) cache enabled: cache miss;
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I rroposed core architecture

P1, P2 P3, P4 P3, P6
Tlash interface AHB bus Core Pipeline
@) | Flash | g2bit bufferll L [35 1t huffer| =4[ fotch |executd]
32-bit buffer?)
P1, P2 P3, P4 P5, P6
Tlash interface AHB bus Core Pipeline
®) | Flash buffer| = [32-bit buffer] —=>{[ fetch [exccute]
Cache
P3, P4 PS5, P6
AHB bus Core Pipeline
Cache =>4 [32-bit buffer| —=1[ fetch |execute]

(c)
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(a) cache disabled;
(b) cache enabled: cache miss;
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I rroposed core architecture

P1, P2 P3, P4 P3, P6
Tlash interface AHB bus Core Pipeline
@) | Flash | g2bit bufferll L [35 1t huffer| =4[ fotch |executd]
32-bit buffer?)
P1, P2 P3, P4 P5, P6
Tlash interface AHB bus Core Pipeline
) | Flash —=>{|64-bit buffer| ——=>{ [32-bit buffer] —=>1[ fetch [execute]
Cache
P3, P4 PS5, P6
AHB bus Core Pipeline
Cache =>4 [32-bit buffer| —=1[ fetch |execute]

(c)

B (a) cache disabled;
B (b) cache enabled: cache miss;
[ ]

(c) cache enabled: cache hit.
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4. Impact of the pulse width
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I impact of the PW on the faults

Taser pulse

Nirizisio

4 clk cycles

Flash interface buffer
{P1, P2}

y .
i5iginig)

{a}
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I impact of the PW on the faults

£20
Taser pulse Flash interface buffer 2
(P1, P2} s

215
A y . £
ipizisia isigiziy 3

< 101

4 clk cycles 3% ‘
> 5l
0 250 500 750 1000 1250
{a) Pulse width (ns)
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I impact of the PW on the faults

£20
Taser pulse Flash interface buffer 5
{P1, P2} E

215
A y . £
ipiziziy isigizig) 3

< 101

4 clk cycles 3% ‘
> ool
0 250 500 750 1000 1250
{a} Pulse width (ns)

B (a) Flash interface buffer: 20 faulted instructions.
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I impact of the PW on the faults

Taser pulse Flash interface buffer 5
{P1, P2} E
215
irizisip Misigizio 3
< 101
4 clk cycles 3% ‘
> 2ol
0 250 500 750 1000 1250
{a} Pulse width (ns)
Taser pulse
AHB bus
(P3, P4}
iLiz) (i319) isig  |izig)
P clk cycle:

b

B (a) Flash interface buffer: 20 faulted instructions.
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I impact of the PW on the faults

Taser pulse Flash interface buffer
(P1, P2)
Nigizizio Misiginip
4 clk cycles ‘
> 5l
0 250 500 750 1000 1250
{a) Pulse width (ns)
Taser pulse
AHB bus
(P3, P4}
(ipiz) (30 isis) (i7ig)

P clk cycle:

2 ol
3" o0 4000 eso0 5000
Pulse width (ns)

5]

B (a) Flash interface buffer: 20 faulted instructions.
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I impact of the PW on the faults

Taser pulse Flash interface buffer 5%
{P1, P2} E
215
Nirizizip Misiginip H
1w
4 clk cycles 3% ‘
» ool
0 250 500 750 1000 1250
{a} Pulse width (ns)
Taser pulse
AHB bus
(P3, P4}
(ipiz) (1370 isig) (i7ig)
P clk cycle:

0 2000 4000 6000 8000
Puise wi

®) idth (ns)

B (a) Flash interface buffer: 20 faulted instructions.
® (b) AHB bus: 110 faulted instructions
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I impact of the PW on the faults

Taser pulse Flash interface buffer £
{P1, P2} E

Nipizizig 4 isigizig)

4 clk cycles
20
6 250 500 750 1000 1250
{a) Pulse width (ns)
Taser pulse
AHB bus
(P3, P4}
. y
(ipiy (i3 isig) (i7ig)
P clk cycle:
> 2l
0 2000 4000 6000 8000
b Puise width (ns)
laser pulse Core pipeline
(P5, P6)
L VIR S .
ip iy ldp lip |do g [in Tlig
1 clk cycle

©

B (a) Flash interface buffer: 20 faulted instructions.
® (b) AHB bus: 110 faulted instructions
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I impact of the PW on the faults

Taser pulse Flash interface buffer 5
{P1, P2} E
irizisip Misigizio
4 clk cycles ‘
> 2ol
6 250 500 750 1000 1250
{a) Pulse width (ns)
Taser pulse
AHB bus
(P3, P4}
. y
(iLiz) (i34 isig  |izig)
P clk cycle:
il
0 2000 4000 6000 8000
) Pulse width (ns)
laser pulse Core pipeline
(25, P6)
L VIR S .
ip iy [in [dp |dp i [in |ig
1 clk cycle

l
6 2000 4000 6000 8000
Pulse width (ns)

(e}

B (a) Flash interface buffer: 20 faulted instructions.
® (b) AHB bus: 110 faulted instructions
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I impact of the PW on the faults

£20
Taser pulse Flash interface buffer 5
{P1, P2} E

215
A y . £
ipiziziy isigizig) 3

10

4 clk cycles 3% ‘
> ool
6 250 500 750 1000 1250
{a} Pulse width (ns)

Taser pulse

y
(i) (30 isiig) (i7g)
P clk cycle:

AHB bus
(P3, P4}

®)
laser pulse| Core pipeline H
(25, P6) Z100
A A 4 Y
ip iy Jug Tug fdo Jig Jin o H
1 clk cycle] 5
w0
H
2 olal
0 2000 4000 6000 8000
(¢} Pulse width (ns)

B (a) Flash interface buffer: 20 faulted instructions.
® (b) AHB bus: 110 faulted instructions
B (c) Pipeline (fetch or execution): 115 faulted instructions
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5. Impact of the laser power
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I impact of the laser power on the fault rates

W P1:replay iiipisis WM P3:replay isiylisic) WM PS: skip is
w— P2: skip isisiris P skip isis m P6: skip is

100

60

40

fault rate (%)

20

0.3 0.5 0.7 0.9 11 13 15 1.7
Laser Power (W)

22/34 _ V. Khuat, J. Danger, J. Dutertre



I impact of the laser power on the fault rates

W P1:replay iiipisis WM P3:replay isiylisic) WM PS: skip is
w— P2: skip isisiris P skip isis m P6: skip is

100

40

fault rate (%)

20

0.3 0.5 0.7 0.9 11 13 15 1.7
Laser Power (W)

B The laser power has a direct impact on the fault rates; as the
power increases the fault rates increase accordingly.
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I impact of the laser power on the fault rates

W P1:replay iiipisis WM P3:replay isiylisic) WM PS: skip is
w— P2: skip isisiris P skip isis m P6: skip is

100

40

fault rate (%)

20

0.3 0.5 0.7 0.9 11 13 15 1.7
Laser Power (W)

B The laser power has a direct impact on the fault rates; as the
power increases the fault rates increase accordingly.

B The Flash interface buffer seems to be more sensitive to the
laser pulse as compared to the AHB bus and the core pipeline.
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6. Fault at bit level characterization
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N B Fault at bit level characterization

test code

Isl r0,r0, #0x00 sub r7,r7, #0xff
Isl r0,r0, #0x00 sub r7,r7, #0Oxff
Isl r0,r0, #0x00 sub r7,r7, #0xff
Isl r0,r0, #0x00 sub r7,r7, #0Oxff
(a) bit-set detection (b) bit-reset detection

B The opcode of Isl r0,r0,#0x00 is 0x0000 (all bits’ values are 0 )

B The opcode of sub r7,r7,#0xff is 0x3fff (most of the bits’values
are 1)
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I rFault at bit level characterization

10
o o
S 60 rid
= w0 Y
» 2
P 111 S E—
10 10 1300 1de0 Wo o o0 e
delay time (ns) delay time (ns)
(@) Flash interface buffer (b) P2: Flash interface buffer

bit-reset fault rate bit-set fault rate
100
a0 50
e e
< w = a0
2 0

ol . .
1050 1100 1150 1700 1250 1300 1350 1050 1100 1350 1200 1350 1300 1350
delay time (ns) delay time (ns)
(c) P4: data loaded into AHB bus (d) P4: data loaded into AHB bus
bit-reset fault rate bit-set fault rate
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I rFault at bit level characterization

100
0
g
rid
R e
2 20
oL | [
100 1200 1300 400 oo w00 1300 1400
delay time (ns) delay time (ns)
(a) P2: Flash interface buffer (b) P2 Flash interface buffer
bit-reset fault rate bit-set fault rate
100
8
rEd
£ a0
2
ol g "
1050 1100 1150 1200 1250 1300 1350 1050 1100 1150 1200 1250 1300 1350
delay time (ns) delay time (ns)
(¢) P4: data loaded into AHB bus (d) P4: data loaded into AHB bus
bit-reset faull rate bit-set fault rate

B Many faults were detected when the buffers were filled with bits
at 1.
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I rFault at bit level characterization

a0 0
2 20

100 1200 1300 400 oo w00 1300 1400

delay time (ns) delay time (ns)
(a) P2: Flash interface buffer (b) P2: Flash interface buffer
bit-reset fault rate bit-set fault rate
100
a0 50
Sw g
Zw Y
2 0
1050 1100 1150 1200 1250 1300 1350 © 1650 1300 1350 1200 1250 1300 1350
delay time (ns) delay time (ns)
(c) P4: data loaded into AHB bus (d) P4: data loaded into AHB bus
bit-reset fault rate bit-set fault rate

B Many faults were detected when the buffers were filled with bits
at 1.

B Almost no fault was detected when the buffers were filled with
bits at 0.
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I rFault at bit level characterization

fault rate (%)

0 ’

oLl |
10 10 1300 1de0

delay time (ns)

fault rate (%)
fault rate (%)

(d) P4: data loaded into AHB bus
bit-si rate

B Many faults were detected when the buffers were filled with bits
at1.

B Almost no fault was detected when the buffers were filled with
bits at 0.

B At bit level the faults are bit-reset rather than bit-set.
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7. Comparison of different skip instruction fault models
obtained with LFI
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B Test code
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B Test code

Idr r1, #address
Idr r2, #address
Idr r3, #address
Idr r4, #address

(a) test code
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B Test code

Idr r1, #address ldrr1—#address

[dr r2, #address ldr2-#address

Idr r3, #address ldr3#address

Idr r4, #address {drr4+#Haddress
(a) test code (b) skip fault
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B Test code

Idr r1, #address ldrr1—#address

[dr r2, #address ldr2-#address

Idr r3, #address ldr3#address

Idr r4, #address {drr4+#Haddress
(a) test code (b) skip fault

B "skip" fault models were obtained by faulting the Flash
interface buffer, AHB bus, Pipeline: fetch, Pipeline:
execution.
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B Test code

Idr r1, #address ldrr1—#address

[dr r2, #address ldr2-#address

Idr r3, #address ldr3#address

Idr r4, #address {drr4+#Haddress
(a) test code (b) skip fault

B "skip" fault models were obtained by faulting the Flash
interface buffer, AHB bus, Pipeline: fetch, Pipeline:
execution.

B The execution time of instruction Idr rx, #address is two
clock cycles.

TELEFOM
aris

2021 @=F
September 20 -ﬁﬁﬁﬂ




B Test code

Idr r1, #address ldrr1—#address

[dr r2, #address ldr2-#address

Idr r3, #address ldr3#address

Idr r4, #address {drr4+#Haddress
(a) test code (b) skip fault

B "skip" fault models were obtained by faulting the Flash
interface buffer, AHB bus, Pipeline: fetch, Pipeline:
execution.

B The execution time of instruction Idr rx, #address is two
clock cycles.

B The execution time of instruction nop is one clock cycles.
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I signals taken from oscilloscope

L

(a) No fault
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I signals taken from oscilloscope

e A et e

500 ns {
ALY

(a) No fault

1 clock cycle= ~83.2 ns

-~ pulse command
trigger
pulse image
~~  test code execution window
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I signals taken from oscilloscope

el 0 et o Lo I et st
500 ns { 500 ns
(a) No fault (b) P2: Fault on the Flash interface buffer

1 clock cycle= ~83.2 ns

-~ pulse command
trigger
— pulse image
~~  test code execution window
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I signals taken from oscilloscope

s VA o AN et o ia
500 ns { 500 ns
(a) No fault (b) P2: Fault on the Flash interface buffer

1 clock cycle= ~83.2 ns ' L

-~ pulse command

trigger ) 4 clock cycles|
ous pulse image

~~  test code execution window

st e

Camam Ol S

500 ns

(c) P4: Fault on data loaded into the AHB bus
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I signals taken from oscilloscope

s - RSN o
500 ns { 500 ns
(a) No fault (b) P2: Fault on the Flash interface buffer

1 clock cycle= ~83.2 ns ' L

-~ pulse command

trigger ' 4ok oyles
pulse image

~~  test code execution window

st e

Camam Ol s

500 ns:
(c) P4: Fault on data loaded into the AHB bus

B Flash interface buffer, AHB bus: Reduction in the length of code
execution windows by 4 clocks cycles. -> ldr instructions were
replaced by nop operations. —
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I signals taken from oscilloscope

LSRR ————

(a) No fault
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I signals taken from oscilloscope

E—TVAR “

500 ns:

(a) No fault

1 clock cycle= ~83.2 ns

-~ pulse command
trigger
pulse image
~ test code execution window
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I signals taken from oscilloscope

o A e

500 ns:

(a) No fault

1 clock cycle= ~83.2 ns

-~ pulse command
trigger
pulse image
~ test code execution window

\ 1 clock cycle

IR

500 ns f

(d) P5: Fault on the core fetch
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I signals taken from oscilloscope

\ 1 clock cycle
PO SRS e b1

e Q= RO
500 nsy 500 ns ¥
(a) No fault (d) P5: Fault on the core fetch

1 clock cycle= ~83.2 ns %

-~ pulse command
trigger

pulse image
~ test code execution window SN ~
500 ns
=

(e) P6: Fault on the core execution
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I signals taken from oscilloscope

[L¥ e——
| 1 clock cycle
SRS S — RIROIRITR. . o0 A0
ST RS RPN
500 |
2% 500 ns ¥

(a) No fault

1 clock cycle= ~83.2 ns o

-~ pulse command

trlgger P ol st
pulse image
~ test code execution window EIRAP A
500 ns
=

(e) P6: Fault on the core execution

B Pipeline: No reduction in the length of code execution windows.

-> Idr instructions were replaced by "unknown" operations.
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I Table contents

8. Conclusions & future works
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I cConclusions

B By using LFI, we were able to fault the instructions in a 32-bit
MCU from Flash interface buffer -> AHB bus -> fetch-> execution
at six different positions.
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B By using LFI, we were able to fault the instructions in a 32-bit
MCU from Flash interface buffer -> AHB bus -> fetch-> execution
at six different positions.

B Fault rate of 100% was obtained at all the positions.

B Skip and replay of block of instructions were obtained by faulting
Flash interface buffer and the AHB bus.

B Replay fault was ascribed to laser-induced buffer update
prevention.

B Skip fault was ascribed to laser-induced instruction modification.

B At the Flash interface: When the cache is disabled, the block
size is 32 bits. When the cache is enabled the block size is 64
bits.
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B At the Flash interface: When the cache is disabled, the block
size is 32 bits. When the cache is enabled the block size is 64
bits.

B At the AHB bus, the faults is with a block of two instructions in
both cache operation modes.
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I cConclusions

B By using LFI, we were able to fault the instructions in a 32-bit
MCU from Flash interface buffer -> AHB bus -> fetch-> execution
at six different positions.

B Fault rate of 100% was obtained at all the positions.

B Skip and replay of block of instructions were obtained by faulting
Flash interface buffer and the AHB bus.

B Replay fault was ascribed to laser-induced buffer update
prevention.

B Skip fault was ascribed to laser-induced instruction modification.

B At the Flash interface: When the cache is disabled, the block
size is 32 bits. When the cache is enabled the block size is 64
bits.

B At the AHB bus, the faults is with a block of two instructions in
both cache operation modes.

B The faults of pipeline fetch and execution are with a single
instruction, and single instruction skip with fault rate of 100 %
was obtained.
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I cConclusions

B There is a difference of one clock cycle between the fault of the
two stages in the pipeline.
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Flash interface buffer seems to be more sensitive to the laser
pulse than the AHB bus and the Pipeline since smaller laser
power is needed to induced fault on it.
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I cConclusions

B There is a difference of one clock cycle between the fault of the
two stages in the pipeline.

B The laser power has a direct impact on the fault rate. And the
Flash interface buffer seems to be more sensitive to the laser
pulse than the AHB bus and the Pipeline since smaller laser
power is needed to induced fault on it.

B Tens to more than one hundred of instructions were faulted by
increasing the laser PW.

B At bit level, the faults at Flash interface buffer and AHB bus were
identified to to be bit-reset rather than bit-set.

B The skips fault obtained at different positions were compared by
comparing the related signals such as the pulse duration, the
execution windows.
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I Future works

B Validation of the faults obtained in this work on other
devices.
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Thanks for your attention!
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